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COMPOSITION CODES FOR MULTIPLE USER COMMUNICATION SYSTEMS

ABSTRACT

Timothy J. Healy
Department of Electrical Engineering and Computer Science

University of Santa Clara

This report introduces and studies in detail a new algorithm
which decodes code division multiple user communication signals.
The algorithm makes use of the distinctive form or pattern of
each signal to separate it from the composite signal created by
the multiple users. Although the algorithm is presented in terms
of frequency hopped signals, the actual transmitter modulator can
use any of the existing digital modulation techniques.

The report also studies some of the codes which can be used in
connection with the algorithm, and relates the algorithm to past
studies which use other approaches to the same problem. Codes
considered here include a set of deterministic codes, called
"Prime Number Codes", which lead to zero inter-user interference,
and random codes, in which the inter-user interference is finite
but statistically controlled.

A number of techniques for the control of errors due to interfer-
ence and due to noise are considered.

Finally, a practical application scenario is presented.
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COMPOSITION CODES FOR MULTIPLE USER COMMUNICATION SYSTEMS

1. INTRODUCTION

Many communication systems are designed to serve a number of
users, often in situations in which the interconnections between
users vary with time. Sometimes it may be necessary for a system
to act in a "broadcast" mode in which one user transmits to all
of the other users or to a subset of these users. At other times
we may need to operate in a "multiple access" mode in which many
users transmit to a single receiver. BAnd of course a degenerate
case of either of the above is the situation in which one user
communicates with one other user. These various forms are refer-
red to generically as "multiple user" commmunications.

In order to effect any of the above forms of communication, it is
necessary to set up some form of channelization between the
particular users which need to be interconnected. Given that the
system has available some portion of the frequency-time-space
spectrum [see, for example, Berry(1977)], it is possible to
establish channels by dividing the spectrum in a number of ways,
each of which is a form of "multiplexing". 1In each case it is
necessary that the channelization provide that each user be as
free as possible from interference from other users. Four ap-
proaches to multiplexing have been used in a wide range of commu-
nication systems. These include:

1. Frequency Division Multiplexing (FDM)
A channel is set up by dividing the frequency spectrum
into a number of parts, and dedicating a particular part
to each of the users over all of the available time.

2. Time Division Multiplexing (TDM)
A channel is set up by dividing the available time, al-
lowing each user to use all of the frequency spectrum
during its allocated time slot.

3. Space Division Multiplexing (SDM)
A channel is set up by dedicating a physical channel in

space, such as a cable or a microwave link, for example,
to a particular user.



4. Code Division Multiplexing (CDM)

A channel is set up by providing different users with
different signals which are distinct in form, and can
be identified by a receiver even though all of the
signals use all of the available time, frequency and
space spectrum.

The purpose of this paper is to introduce a new type of codes,
called "composition codes"”, and a new decoding algorithm, which
can be used to effect code division multiplexing for multiple
user communications. The approach is applicable to multiple
access systems, broadcast systems, two user systems, or any
combination of these,

The technique introduced here provides for both privacy and
security, but this paper does not include an analysis of the
cryptographic potential of the codes.

Section 2 describes the channel assumed in the study. Section 3
introduces the basic signaling technique, and describes the cod-
ing. The decoding algorithm, in a noise-free environment, which
is the heart of the scheme, is then introduced in Section 4. 1In
Section 5 the algorithm is extended to the case where noise must
be considered. Section 6 discusses the generation of codes which
are effective with the algorithm. Section 7 discusses the use of
random codes as an alternative to deterministic interference-free
codes. Section 8 addresses the problem of word error correction,
In Section 9 we discuss some of the possible system configura-
tions which might make use of this approach. Section 10 presents
an example of a practical system application, specifically a
local area network designed to interconnect a number of users in
Space Station. Finally, Section 11 presents a number of conclu-
sions, and suggests some areas for further study.



2. THE MULTIPLE USER COMMUNICATION CHANNEL

In this section we describe the multiple user channel configura-
tion, and make a number of assumptions about the channel.

2.1 System Configuration

The general multiple user communication channel considered here

is shown in Figure 2-1.

Source 1

Source 2

———m——p Receiver 1

———-3 Receiver 2

OR

Channel

e ———

Source k -————J——_’

l——-» Receiver s

Figure 2~1. Multiple User Communication Channel

Table 2-1 defines three different basic types of multiple user
configurations in terms of the number of sources k and the number
of receivers s. Thus, for example, in the broadcast mode there
is just one source but more than one receiver.

The codes described in this paper are applicable to any of these
forms, or to any combination of them, where k and s, and hence

the configuration, are either fixed over the life of the system,
or are dynamic, changing with the needs of the users.




Configuration k 8
Broadcast 1 >1
Multiple Access >1 1
Two User 1 1

Table 2-1. Multiple User System Configurations

2.2 Assumptions

The channel assumed here is a so-called "OR" channel, in which
the channel output is a zero (or a "space") if all of the inputs
are zero, that is if none of the k users radiates a signal into
the channel, and the channel output is a one (or a "mark") if one
or more of the users radiates into the channel. 1In a logical
sense this is equivalent to an "inclusive or" operation. The
output is zero only if all inputs are zero. Otherwise it is a
one.

Other channels might be considered for the coding scheme intro-
duced here. For example, an "adder" channel tells the receiver
how many users radiated into the channel. This information can
be used to increase the overall rate at which data is trans-
ferred. Nonetheless, the OR channel was selected for analysis
here because it is simple, and because it is robust in a noisy
environment. The general coding and decoding technique could be
extended to other channels if desired.

In the initial description of the coding scheme and the decoding
algorithm the channel is assumed to be noise~free, so that the
description can concentrate on the interference-rejection
features of the system. Also, it is common to assume in many
multiple user systems that the interference effects dominate
noise. However, later it is shown that the algorithm can be
modified to correct for random errors in a noisy environment.



3. THE SIGNALING SCHEME

This section describes the signaling which is assumed here, and
defines the concepts of good and bad codebooks.

3.1 Signaling

The basic signaling technique considered in this paper is shown
in Figure 3-1. During each of r time periods in a block of time
of length T a given user transmits exactly one signal burst of
one fregquency, indexed from 1 to m. Thus each user creates a

1 7 .

1 2 3 . . . . r

N

Figure 3-1. General Signaling Scheme

block of "on-off" or "mark-space" signals which represent the
message to be sent. Each of the other users in the multiple
access system simultaneously transmits some other block. The
blocks which are transmitted are taken from a codebook which
gives unique codewords or patterns to each user. The blocks are
combined in the OR channel to form what we shall refer to here as
a "composite signal". The task of the receiver is to deduce from
the composite signal which blocks must have been sent by which
users. It must do this without error, in the noise-free case, in
spite of the fact that some users will in general radiate into
the same cell in Figure 3-1 at the same time causing interference



or a "hit". This paper shows how a decoding algorithm can accom-
plish this error-free decoding with reasonable efficiency. We

also consider a coding scheme in which errors due to interference
are permitted.

We assume first that the system has both block and bit synchroni-
zation. Block synchronization means that each of the users
transmits in the same relative time frame. Everyone transmits
the first set of frequencies in its codeword at the same time,
from the receiver's perspective, the second set next, etc. Bit
synchronization means that there is no overlap of signal duration
from one signaling time to the next. Thus bits which are contig-
uous in time do not interfere.

We also assume that both adjacent channel interference and inter-
symbol interference can be neglected. The result of the above
assumptions is that the only interference effect considered here
is simultaneous use of the same channel. We shall refer to this
phenomenon as a "hit". This is a normal and expected phenomenon,
the effects of which are eliminated by the decoding algorithm,

3.2 Interference-free Codebooks

To illustrate the operation of the system, we give next a very
basic example. We assume that there are just two users, called X
and Y, which can send either of two messages, called A and B.
(Actually, A and B need not be the same information for the two
users.) The chosen code uses four frequency slots (m=4) and two
time slots (r=2). Each of the users is assigned a codeword for
each message. Each codeword has a certain number of terms or
"elements" which are the frequencies transmitted in each of the
time slots. A listing of the codewords assigned to the users is

called a "codebook". The codebook for this example is given in
Table 3-1.
Message User X User Y
A 1,2 1,3
B 3,4 2,4

Table 3-1. Codebook for Two-User System

For example, the element pair "1,3" in the table means that User
Y sends Message A by transmitting Frequency 1 in time slot 1 and
Frequency 3 in time slot 2. In Figure 3-2 below we show the
composite signal matrices seen by the receiver for the four
possible combinations of messages sent by the two users. The
expression XA - YB means that User X sent Message A and User Y
sent Message B.
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XA - YA XA - YB XB - YA XB - YB

Figure 3-2. Composite Signal Matrices Seen by Receiver

At this point we introduce a definition which concerns codebooks,

and which we will need later when we introduce the decoding algo-
rithm.

Definition 1: A codebook is said to be "interference-free"
if every codeword has at least one element
which does not belong to any composite to
which the codeword itself does not belong.

The codewords in Table 3-1 were carefully chosen so that the
codebook would be interference-free.

If the codebook is changed to that shown in Table 3-2, we no
longer have an interference~free code. For example, codeword YA
does not have an element which does not belong to the composite
XB - YB. We say then that the codeword YA has been "masked" by
the interference because the composite contains all of the
elements of the codeword. We shall see later that it is
impossible for the basic decoding algorithm to eliminate a
codeword which has been masked, and hence an error is made.

Message User X User Y
A 1,3 2,4
B 2,3 1,4

Table 3-2. A Codebook Which is not Interference-~free



This simple example raises a basic problem which must be addres-
sed. Suppose that we wish to add more users or messages to the
system, that is, enlarge the codebook, in such a way that we are
sure that the codebook is interference-free, which is a necessary
condition for the successful operation of the decoding algorithm.
The complexity of this problem is made evident by considering a
system with k users, each of whom has j message forms. The
number of composite signals which can be created and which must
be tested to ensure that the codebook is interference-free is:

n = 3% (3-1)

If j and k are large, n can be extremely large, and codebook
generation may be quite difficult. Before we address the problem
of generating interference-free codebooks in Section 6, we turn
first to the development of an algorithm which can decode compo-
site signals into their components.



4. THE COMPOSITION DECODING ALGORITHM

In this section we introduce an efficient algorithm to detect
multiple access signals of the form assumed in this paper. We
also briefly describe a variation of the algorithm which could be
used for the ADDER channel.

4.1 The Decoding Task

At first glance the decoding task of the receiver seems formid-
able indeed. The receiver must consider a composite signal ma-
trix, looking something like Figure 3-1, except with many more
filled squares or marks. It must deduce what combination of
messages was sent by the users. There are two brute forCﬁ
approaches to the task. First, the receiver can store all j
composite signals in memory, comparing each in turn with the
received composite until the correct match is found. The ap-
proach has two problems. First, it will certainly be very tedi-
ous if 3™ is at all large, requiring a significant amount of
memory and processing time. Second, if the assumption that noise
can be neglected is not realistic, the approach probably is not
very robust. We shall return to this point when we consider the
proposed algorithm.

The second brute force approach is to store in the receiver each
of the codewords in the codebook, create all possible composites,
one at a time, and then compare each with the received composite.
This approach requires much less memory, but a great deal more
computation time than the first method. For any reasonably large
system either of these approaches will be extremely tedious,
probably making the system infeasible. We need an approach which
is far more efficient.

Let us return to Figure 3-1 to consider the dilemma faced by the
receiver. Suppose that it finds that a particular square in the
matrix is filled. It does not know how many users or which users
radiated into that particular square. It is confused by the
mutual interference phenomenon. The solution is suggested by an
earlier theoretical study [Healy(1982)]. There it was shown that
information is transferred to the receiver only if exactly zero
or exactly one users radiate into a given square. The solution
to the decoding problem is to concentrate not on the filled
squares, but on the empty squares. Empty squares contain a great
deal of information. They tell us that the set of messages sent
does not include any message with an element in that particular
time and frequency sguare. When we realize this, the decoding
algorithm becomes quite simple.




4.2 The Composition Decoding Algorithm

We introduce the term "composition decoding algorithm" to iden-
tify the procedure described next. The receiver successively
considers each time segment in the block (the columns in Figure
3-1). To begin, it looks at the first column, noting which fre-
quency squares are spaces. It then goes through the codebook and
deletes every codeword which has an element corresponding to a
space in the received composite signal, since these codewords
could not have belonged to the set which made up the true compo-
site signal. It then goes to the next time segment and repeats
the process, deleting more codewords. After it has done this for
all r time segments, there can be one and only one message left
in each of the columns of the reduced codebook, and this message
is that which the indicated user sent. The algorithm has suc-
cessfully decoded the multiple access signal in spite of the
mutual interference. In this paper we shall refer to a reduced
codebook which has just one message for each user as a "perfect
reduced codebook". It may be that the algorithm will be able to
produce a perfect reduced codebook by considering less than r
time columns, depending on the particular set of signals which
was sent. However, the algorithm cannot fail to yield the per-
fect reduced codebook if it does use all r time slots. We shall
prove this point shortly, but first we consider a simple example
of the application of the algorithm.

Let us return to the example shown in Figure 3-2. Suppose that
the composite signal observed by the receiver is the second from
the left. The receiver notes that in the first time slot Fre-
quencies 3 and 4 are blank. It then goes through the codebook
matrix and deletes message XB since that message has an element
in Frequency 3 in the first time slot. The reduced matrix is
shown in Table 4-1.

Message User X User Y
A 1,2 1,3
B 2,4

Table.4-l. Reduced Codebook

The receiver next notes that Frequencies 1 and 3 are blank during
time slot 2, and hence it deletes YA, yielding the perfect
reduced codebook shown in Table 4-2. The receiver then declares
that User X sent Message A and User Y sent Message B.

10



Message User X User Y

B 2,4

Table 4-~2. Perfect Reduced Codebook

As a second example, assume that the receiver observes the
composite signal on the far right in Figure 3-2. It notes that
Frequencies 1 and 4 are blank in time slot 1, and hence it
deletes both XA and YA. The reduced codebook is perfect, and the
second time slot need not be checked.

4.3 The Decoding Algorithm Theorem

Next we show that the algorithm must be successful if the
code is interference-free. We assume the following situation.
The active users each select one codeword and transmit it. The
receiver sees a composite signal. For the particular received
composite, the actual codewords which were sent by the users are
called "proper codewords". This set will in general change every
time block of length T as users select new messages to send. The
codewords which did not make up a particular composite are called
"improper codewords".

Theorem 1: For the algorithm to decode composite messages success-
fully, producing a perfect reduced codebook, it is a
necessary and sufficient condition that the codebook be

interference-free.

Sufficiency Proof:

The algorithm removes only those codewords which have
elements which are spaces in the composite signal. But
proper codewords create marks where their elements ap-
pear. Hence the algorithm cannot remove any proper
codewords. Furthermore, every improper codeword must,
by the definition of an interference-free codebook, have
at least one element where the composite has a space.
The algorithm will remove all of these improper code-
words. Thus, an interference-free codebook 1is

sufficient for yielding a perfect reduced codebook.

11



Necessity Proof:

If the codebook is not interference-free, the algorithm
will still leave all of the proper codewords in the
reduced codebook. However, it will also leave all of
those improper codewords which do not have at least
one element which does not belong to the composite in
guestion. Hence, a perfect reduced codebook is not
obtained, and the condition is seen to be necessary.

4.4 The Decoding Algorithm for an ADDER Channel

In an ADDER channel it is assumed that the receiver knows how
many users radiate into a given signal element. For this channel
the decoding algorithm is exactly the same as above. If the code
is interference-free and there is no noise, there can be no
errors. The advantage of the ADDER channel is in its enhanced
ability to correct errors due to interference and noise, as we
shall see in Section 8.8.

12



5. THE DECODING ALGORITHM IN A NOISY ENVIRONMENT

In the last section we introduced an algorithm which efficiently
detects multiple access signals without ambiguity despite their
inherent mutual interference. We assumed there that the noise
was negligible compared with the interference. 1In this section
we extend the algorithm to the case where noise is not neglected.

Before proceeding we should note that there are a number of ways
of correcting errors made in detecting user messages or "words".
In Section 8 we return to a study of approaches to word error
correction. In this section we show only how the composition
decoding algorithm can treat this problem.

5.1 The Effects of Noise

Consider once again the matrix of Figure 3-1, and assume that it
represents the composite signal seen by the receiver. Each of
the squares represents one bit of transmitted data. 1In this
paper we have assumed a frequency hopping signaling scheme.
However, the general logic of the argument can be applied to any
binary signaling scheme. For any one of the squares (bits) in
Figure 3-1, two types of error can be made due to the presence of
noise and interference. If the bit is supposed to be a mark but
the noise drives the signal below the detection threshold, a

space 1is indicated and we have an error called a "deletion". 1If
the bit is supposed to be a space but a mark is estimated, the
error is called an "insertion". Because of these two forms of

error, the composite signal matrix which is manipulated by the
receiver may not correspond to the set of actual transmitted
signals. Ordinarily we will expect the matrices to be quite
similar, however, since the bit error probablility is usually
guite low.

5.2 A Variation in the Composition Decoding Algorithm

To form the matrix it is to work on, the receiver examines the
signal in each frequency band for each time slot, and compares
the signal level with a predetermined threshold. It then makes a
"soft" decision about the signal which was sent. That is, rather
than make a "hard" decision that the signal was either a mark or
a space, it measures the distance between the signal and the
threshold, and stores this as a quantized number. This is a
measure of the confidence that the receiver has in its decision.
I1f a signal is very near the threshold - a borderline decision -
the receiver will have much less confidence in its decision than
if the signal is far from the threshold. For each square marked

13



as a space in the working matrix, the receiver stores the loca-
tion of the square in a "Deletion Candidate Buffer", with the
square for which the signal was nearest the threshold taking the
highest place in the ordered buffer. This square is then the
prime candidate for the location of a deletion if one is suspect-
ed. Similarly, the receiver has an "Insertion Candidate Buffer"
to store the location of the ordered candidates for an insertion
if one is suspected.

Once the Candidate Buffers have been loaded, the receiver builds
a working "hard" matrix with the squares filled or empty based on
whether the signal was above or below the threshold. It then
applies the algorithm described in Section 4 above. At the end
of the algorithm, after the r time slots have been inspected, the
receiver counts the messages which still remain in the reduced
codebook. It produces a vector D, called the "Decision Vector",
with the elements of the vector being the number of messages
associated with each of the k users in order. Thus, the vector
has the form:

D= (dl, d2, e s e ’ di ’ * e e '} dk) (5"1)

where 4; is the number of messages remaining in the row of the
reduced codebook associated with user i. If the reduced codebook
is perfect, as defined in Section 4, 4, = 1 for all i. That is,
the Dec151on Vector takes a form whlgh we shall call a "Unity
Vector"

U= (1,1, «eve s 1, eoue, 1) (5-2)

If the Decision Vector equals the Unity Vector (D = U), the
receiver declares that the detection is complete and the messages
are those given in the perfect reduced codebook. It is extremelx
unlikely that there could ever arise a situation in which D = U
and yet still have message errors. This would require highly
unlikely coincidences to produce the cancelling effects to create
a perfect reduced codebook from faulty data. It seems that this
phenomenon can be ignored.

I1f D is not the unity vector, then we must have faulty primary
data due to bit errors, either deletions or insertions or both.

To facilitate the discussion, we define three conditions and a
symbology to represent these.

U

ol oj
A v
cl

=1/

<>

ol
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The first expression, read as "D is greater than U", means that
at least one of the elements of the D vector exceeds 1, and none
is zero. The second expression, "D is less than U", means that
at least one element of D is zero and none exceed one. The final
expression means that D has at least one element equal to zero,
and at least one greater than one. Furthermore, we shall want to
include the possibility that for a glven condition it _is either
true that D =T or that D < U. Thls is represented by D < U. We
shall also have use for the form D > U, with obvious meanlng

If the matrix experiences one or more deletions due to noise,
then D < U. The reason is obvious. If extra deletions appear in
the working matrix, the algorithm will have more spaces than if
no deletions are made, and hence when it searches for signals
which could not have been sent, it will delete at least as many
as in the case of no deletions.

On the other hand, _if the matrix experiences one or more
insertions, then D > u., since the algorithm cannot delete less
messages than it did in the error-free case.

When we invert the problem, to give it the perspective of the
receiver, things are not quite so simple. If the receiver finds
that D < T, it Erobab_& can infer that one or more deletions have
been made. 1f > then it is Erobable that one or more
insertions were made. If D <> U, which is not likely in the
first place, then it means that at least one deletion and at
least one insertion have occurred. The reason that we must add
the word "probably" above is that it is always possible that a
combination of deletions and insertions could lead to one of the
two conditions D < U, or D > U, rather than D <> U. However,
such a situation is very unlikely, particularly if the bit error
probability is small.

5.3 Error Correction

It is clear from the above that the receiver has powerful error
detection capacities. But it is also able to correct errors as
we see in the following.

If the receiver finds that D is less than U, it determines from
the Deletion Candidate Buffer the square which is most likely to
have a deletion. It puts a mark in this location and repeats the

algorithm. If the result is that D =T, the receiver declares
that the messages have been detected. IfD is still not equal to

U, the receiver replaces the first space, and places a mark in
the second location indicated _in the Deletion Candidate Buffer.
This process continues until D = U. If only one deletion has
occurred, the algorithm must eventually correctly decode the
signal, assuming that we have sufficient processing time

15



available to work through the entire Deletion Candidate Buffer.
Hence, this algorithm is capable of correcting one deletion
error. If more than one deletion has occurred, this algorithm as
stated will not correct them, but the algorithm can easily be
modified to consider probable pairs or triples of deletions, if
processing time permits.

In a similar manner the receiver can detect and correct insertion
errors.

A problem arises in the multiple access configuration if a user
ceases transmitting. The receiver is fooled into thinking that
detection was 1ncomplete since D was less that U. However, this
could be handled in two ways. First, users might be required to
send "preamble" and "postamble" signals which would allow the
receiver to sign them on and off, and hence neglect the resulting
J in the Detection Vector. Alternatively, the receiver could
simply remember from block to block whether a user was active or
not, and use that fact in its interpretation of D. It might make
a mistake on the first and last algorithm passes, and waste time
going through the Candidate Buffers, but it would then know the
correct status of the system, which it could remember.

5.4 Additional Features of the Algorithm

Because it is a spread spectrum system, this signaling and de-
tecting approach shares with other such approaches the ability to
resist frequency selective fading to some extent, since it is
possible that only some of the elements of a particular pattern
will be affected by a fade. The algorithm treats the lost bits
as deletions.

In addition to its capacity to eliminate the effects of interfer-
ence, and detect and correct errors due to noise and fading, the
receiver has other signal processing strengths which might be
exploited. For example, if the receiver knows both signaling and
error rate statistics, it could deduce from the number of itera-
tions of the algorithm what is the probability that the signal
estimates are correct. It could then flag results which have an
error probability below some set level. It could also perhaps
deduce where fading was occurring in the spectrum, and take some
appropriate steps. Since the receiver knows the status of the
user mix, it could perform system housekeeping tasks such as
allowing some users to increase their transmission rate, logging
the use time of various users, billing, etc. It could also keep
statistics on where deletions and insertions tend to occur, and
hence optimize the system dynamically by adjusting thresholds,
switching carrier frequencies, etc. None of these are necessary
to the operation of the decoding, but they might be attractive
side benefits of the system.

16



6. THE GENERATION OF INTERFERENCE-FREE CODES

If the decoding algorithm is to decode composite signals success-
fully, it is necessary that interference-free codes be obtained.
We begin this section with a technique for systematically genera-
ting interference-free codes which are large. We then consider
the relation of these codes to other codes which have been re-
ported in the literature.

6.1 Prime Number Codes

Tables 6-1 and 6-2 give examples of two simple interference-free
codes. For reasons which will be discussed shortly, we refer to
these as "prime number codes" of order r, where in these examples
r is 2 and 3 respectively.

Message User @ User 1
A e 0 g 1
B 11 10

Table 6-1. Prime Number Codebook (r=2)

Message User 9 User 1 User 2
A 0 60 g1 2 g 21
B 111 1209 1 02
C 2 2 2 201 2180

Table 6-2. Prime Number Codebook (r=3)

The reader may wish to establish by exhaustive test that these
codes are in fact interference-free. This is quite easy for r=2,
with its four composites, but becomes more tedious for r=3, where
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27 composites must be investigated. We shall prove shortly that
prime number codes are interference-free. First we define the
concept, and produce a code generation algorithm.

A prime number code is defined here as a code which provides r
codewords, each of which has r elements, to each of r users,
where the jtP codeword of the nth user is the vector:

cjn = [j'j+nlj+2nl"‘lj+(r-l)n]' j’n=g,1'2,--¢,r-l (6_1)

where r is prime, and where the algebraic operations in Equation
6-1 are modulo-r.

The reader may wish to verify that the codebooks given in Tables
6-1 and 6-2 follow this definition. We give one additional

example of a prime number code, in Table 6-3, which is intended
to help explain the discussion which follows.

Message User g User 1 User 3 User 3 User g
%] 610341014 g1234 g2413 33142 24321
1 11111 12340 13224 14203 12432
2 22222 234091 24130 20314 21943
3 33333 340912 30241 31429 32104
4 44444 40123 41302 42031 432190

Table 6-3. Prime Number Code (r=5)

We consider now the general case where r is any prime number.
The column of vector codewords produced for User @ can be written
as an r-term constant vector:

Ci0 = £3,s3,3,0+4.,3] (6-2)

where j is the index for the chosen codeword.

The row of vector codewords for the r users corresponding to
message @ can be written as:
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Cgn = [8,n,2n,...,(r=-1)n] (6-3)

where n identifies the nth user. From Equations 6-1, 6-2, and

6-3 it is clear that the 3P codeword of the ntP user can be
expressed as:

€jn = S48 * Sgn (6-4)

That is, any codeword is the modulo-r sum of the vector on the
left end of the codeword's row and the vector on the top of the
codeword's column. For example:

[30241] = [33333] + [02413)] (6-5)

We shall return to an alternative way of viewing prime number
codes, which arises from Equation 6-4, in Section 6.4. But,
first we establish some important properties of these codes which
lead to a proof that prime number codes are good.

6.2 Properties of Prime Number Codes

First, we need to recall an important property of prime numbers.
We wish to consider a sequence of r numbers taken. from the
integers @ to r-1 in the following way. Let the first number of
the sequence be any number from@ to r-1. Let the second number
be the first number plus, modulo-r, the number n where n is any
integer from @ to r-1l. The third number in the sequence is the
second plus n again, and so on. Hence, the sequence is:

X = [a,a+n,a+2n,...,a+(r-1)n], a,n=0,1,2,...,r-1 (6-6)

To see this graphically, consider Figure 6-1, for the case where
r equals five.

%)
/,/"\
/ N
4 , * 1l
» Y]
3 - 2

Figure 6-1. Modulo-5 Integer Circle
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The sequence is formed by starting at any number and moving

clockwise by n steps at a time. Hence, for example, if a=3 and
n=2 in Equation 6-6 we obtain:

X = [30241] (6-7)

The property which is of interest to us here is that as long as r
is prime, all of the r elements of a sequence generated in this

way will be different, unless n is @ in which case they are all
identical.

Hence, by comparing Equations 6-1 and 6-6, we see that all of the
elements of any codeword in a prime number codebook are either

identical, in the case of User 3, or they are all different. (See
Table 6-3.)

A second important property of prime number codebooks is that
within any column (a given user) the elements of any codeword
differ from those of any other codeword in all r places. This is
evident from Equations 6-2 and 6-4 since addition of c to‘E_;
has the effect of adding j to each element. The algebgalc dif-

ference between any two codeword vectors with indices j; and j2
is:

Lip=31, 3p=31++--.32=311

Hence none of the elements is the same.

An important relation also holds between codewords of different

users (different columns). Consider any two codewords in the
codebook, such as:

Xl = [jlljl+nlljl+2nll'"Ijl+(r-l)nl] (6-8)
X—.z = [jz,j2+n2,j2+2n2,...,j2+(r-l)n2] (6-9)

In order to see if any of the elements are the same, we form the
difference of the two vectors, and search for zeros.

Xp=Xy = [32-31,32-31+(n2=n3),3x=31+2(ny-n3),...
v es35=37+(r=-1) (ngy-n;)1 (6-10)
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If ny and n; are equal (same user), each difference element is
. . 1 .
jp=3J1. and hence all r elements are different as we argued above.

I1f n; and n; are different, then we can consider that j,-j; is
equivalent to a in Equation 6-6, and (n,-n,) is equivalent to n.
Hence, the sequence obtained in Equation'6-10 has exactly one
zero. That is, any two codewords of different users have one
element in common, and differ in exactly r-1 elements. (The
reader may wish to check some examples in Table 6-3.)

In summary, any two codewords of a prime number codeword differ
in all r places if they belong to the same user, and in exactly
r-1 places if they belong to different users. With these very
important properties we are now ready to prove the following
theoren.

Theorem 6-1:Prime number codes are interference-free.

Proof: Recall that a code is interference-free if every
codeword contains at least one element which does
not belong to any composite to which the codeword
does not belong. We focus our attention on any
one given codeword, called a "test codeword". Now
we begin to form a typical composite by selecting
a codeword from the same user as that of the test
codeword. From the properties above, the test
codeword has r elements which 4o not belong to
this first member of the composite. Now we add a
second codeword, from some other user, to the
composite. Since this codeword has r-1 elements
different from the test codeword, the test code-
word must have exactly r-1 elements not in the two
word composite. We add a third word from another
user, and again r-1 elements are different from
the test codeword. Hence, the test codeword dif-
fers from the composite in at least r-2 places
since this third codeword can have no more than
one element in common with the test codeword.
When we add a fourth word, there must be at least
r-3 elements in the test codeword not found in the
composite. @ Continuing in this way, by the time we
add the rth codeword to the composite, there must
be at least one element in the test codeword which
is not in the composite. Since this condition
defines a good code, prime number codes are inter-
ference-free.

(Note. 1In the above proof the expression "at least" appears in
the argument when three or more codewords make up the composite
because it is possible that the common element between the test
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codeword and a new addition to the composite was also common
between the test codeword and an earlier member of the composite.
When this occurs, the number of places in which the test codeword
and the new composite are different does not decrease by one.
Hence, when the composite is complete, a given test codeword may
have more than one element not found in the composite.)

We conclude this section with a final theorem which is interest-
ing, and which will be useful in the next section.

Theorem 6-2:Every composite of a prime number code has one and

only one complete row. (Marks in all time slots at
a given frequency.)

Proof: Clearly the composite must have at least one com-
plete row, namely the repetition message of User
. If the composite is to have more than one com-
plete row, the remaining r-1 users must fill all r
spaces for some fregquency. But we know that all r
elements in any codeword are different from each
other (except User @ who has already been account-
ed for). Of course there is no way in which r-1
users can contribute elements which are all
different to complete a row of size r.

6.3 Spectral Efficiency of Prime Number Codes

While the above procedure yields codebooks of any desired size,
for r prime, it has significant disadvantages. The primary
problem is that these codes do not make efficient use of the
spectrum. To formalize this point, we define spectral efficiency
as the ratio of the rate at which the users as a whole transmit
data, to the maximum rate at which an OR channel can be used to
transmit data. The latter is simply the number of squares or
elements in the signaling matrix since each of these is worth one
bit (it is either a mark or a space). Since there are r users
with r different messages, the rate at which they send data is r
times the logarithm to the base 2 of r. Hence the efficiency is:

e = (rlogzr)/rxr = (lbgzr)/r (6-11)

The value of the efficiency for a number of values of n is given
in Table 6-4 below.
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Number of users Efficiency

3 9.528
5 2.474
9 @.352
13 0.285

Table 6-4. Efficiency of Prime Number Codes

The reason that these codes are so inefficient is that they
permit only one frequency use per time slot. This severely
restricts the number of possible patterns which are permitted.

The efficiencies noted in Table 6-4 are valid if all r users are
active. 1If only a fraction of them are active, the efficiency
must be multiplied by this fraction to get an even lower effici-
ency. The advantage of the above codes is that they do guarantee
interference-free signaling. The disadvantage is that to obtain
this gaurantee we must separate messages in form, at a substan-
tial cost in spectral space.

It is interesting to see what happens if we make the signal space
available to only one user. Suppose that we keep the restriction
that only one frequency is to be transmitted each time period,
and that we have an r by r signaling matrix. The single user
then sends one of r frequencies in the first time slot, one in
the second, and so on. The number of distinct signals which the
user can sent is r raised to the r power. Hence, the signaling
efficiency is:

o
"

(logzrr)/rxr

log,r/x (6-12)

which is exactly the same as that for the r user case. Note,
however, that the power transmitted by this single user is only
1/r of that transmitted by all of the users together in the r
user case.

6.4 Prime Number Codes as Address Codes
In this section we introduce another way to consider prime number
codes, which is interesting for two reasons. First, it intro-

duces an alternative to the composition decoding algorithm intro-
duced in Section 4, with certain advantages and disadvantages.
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Second, this alternate approach is closely related to a number of
studies which have been published over the past five years or so.

It is important to show how these studies relate to the present
work. This issue is addressed in Section 6.5.

Let us go back to Equation 6-4, again using the codebook in Table
6-3 to illustrate a general point. We rewrite Equation 6-4
identifying its components as message and address.

Cjn = €39 * Con (6~13)

message address

We can think of the codebook as composed not of r?2 codewords, but
rather of r codewords which are found, for example for r =5, in
the left hand column in Table 6-3 and r addresses which are the
sequences found in the top row, for example, in Table 6-3. Each
address is assigned to one of the r users. The jtP codeword of

the nth user is then formed by adding, modulo-r, the desired user
address to the desired message vector.

We shall refer here to codes which have the form of Equation 6-13
as "address codes" to distinguish them from other codes described
in this paper. One feature of address codes is that they suggest
a rather simple decoding algorithm.

Address Decoding Algorithm:

To determine the codeword sent by a specific user,
subtract from the index of frequencies in a given
column in the composite signal the value of the
address of the desired user in the given frequency
column. The desired message is given by the only
full row of elements in the resulting matrix.

We first give an example, and then prove that the algorithm is
always successful for prime number codes. To demonstrate the
process, consider a composite shown on the left in Figure 6-2
which results from the composition of five signals taken from the
codebook in Table 6-3. We wish to find the message sent by User
Number 3, for example, with address [03142]. Since the first
element of the address is zero, we decrease the index of every
frequency slot in the first column by &, that is, there is no
change. But the second address element is 3, so we decrease
every frequency index by 3. This is equivalent to rolling the
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column down by 3 steps. Since the operation is modulo-5, in this
case, elements which roll down past zero appear next as 4 at the

top of the next column. The decoded composite shows that the

Figure 6-2. Example of Address Decoding

correct message is number 4.

Theorem 6-3:

Proof:

If the composite signal is formed from a prime
number code, the address decoding algorithm

yields exactly one full row, and this is the
correct message row.

It is evident from Equation 6~1 that the algo-
rithm yields the correct complete row since we
obtain Cipg, the message, when we subtract the
address cgp, from C3n°

To show that no other row can be full, w

subtract the address for the n; user from the j
codeword of the n, user, for n, = nj.

¢« J+(r-1)(ny-n,)] (6-14)
Since ny = ny, np-nj modulo-r is the set of
integers from 1 to r-1. But for any specific

pair of users, n%:nl plays the roll of n in
Equation 6-1, and hence the codeword in Egquation
6-14 is a member of the original codebook. That
is, subtracting the address from a codeword
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yields another codeword, and hence the resulting
composite matrix is itself a legitimate composite
of the codebook. But, since it is a composite,

it can have one and only one complete row, from
Theroem 6-2.

It is appropriate at this point to make some comments on the
comparison between composition codes and address codes before
turning to a discussion on previous work on address codes.

In a noise~free environment the address decoding algorithm and
the composition decoding algorithm are equally effective in
decoding signals of individual users without error. Since the
address decoding algorithm is inherently simple, it may be less
complex to implement than the composition decoding algorithm in
some applications. However, if we wish to simultaneously decode
messages from a number of users, the composition decoding algo-
rithm may well be less costly.

If noise 1is present or if the codewords are random (the codebook
is not interference-free) the address decoding algorithm is 1less
effective in correcting for errors. The reason is that the
address decoding algorithm in the form given above does not make
use of information about estimates of the other signals to help
eliminate noise and interference effects on a given user. We

shall return to this guestion of word error correction in Section
8.

6.5 Previous Work in Address Codes

In this section we review some of the work which has appeared in
the literature, principally in the past 5 years, in the area of
coded frequency hopped signals, and address codes in particular.

We begin by mentioning a recent paper by Chang and Wolf(1981)
which assumes a general frequency hopping scheme much like that
considered here. Two types of channel are studied, one of which
is without signal intensity information, and is equivalent to the
OR channel assumed here. The other uses intensity information,
that is, it assumes that the receiver can tell how many signals
were radiated into a particular signal cell. Techniques are
given for constructing codes which are uniquely decodable in a
noise-free environment. Unfortunately, the resulting codes re-
quire that all users be active if the decoding is to be correct.
We do not wish to make this restriction, and hence these codes
are not useful here.

The concept of address coding appears to have been introduced

first in the literature by Viterbi(1978), who applied it to a
proposed low-rate mobile communication system. The paper begins
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with an excellent discussion of the comparative advantages of
frequency hopped code division multiplexing (CDMA), particularly
from a spectral efficiency standpoint. Addresses are assumed to
be random or pseudorandom. Error rates are obtained in noise-
free as well as noisy environments. It is also shown how error
rates can be reduced through coding. The paper has an important
description of the effects which the modulation form and system
timing have on the performance of the system.

At about the same time as the Viterbi proposal, Cooper and
Nettleton(1978) also proposed a frequency hopping spread spectrum
technique for mobile radio. Their work concentrates to a great
extent on the modulation form. The codes assumed for the study
are similar to prime number codes, with the important property
that between any two codewords only one element is in common.
The analysis also assumes that interference can be modeled as
Gaussian noise. The proposal was critiqued by Henry(1979) who
questioned the efficiency of the system, and by Mazo(1979), who
questioned the assumption that interference should be modeled as
Gaussian noise.

Goodman, Henry and Prabhu(l1980) proposed a multilevel frequency
shift keying system using coding, which is closely related to
some of the approaches discussed in this paper. Specifically,
they use addressing to translate repetition code messages into
frequency hopped codewords such as those found in the prime
number codes discussed above, and they use an address decoding
algorithm to recover the signals. They obtain the probability of
error for a given number of inteferring users assuming that user
addresses are chosen randomly. Sometimes the interference leads
to a failure to decode, yielding an error, and sometimes it does
not. Hence these codes are not good in the sense defined above.
But they do tend to provide for higher efficiency than interfer-
ence-free codes, at the cost of non-zero error probability. We
shall return to a deeper study of random codes in Section 7.

The problem of good addresses, which is analogous to the problem
of interference-free codes, was studied by Einarsson(1980 and

1982). Using Einarsson's terminology, a codeword is given by the
vector:

Ym = ap + X'l (6-15)

where Xx,., the address of the message to be transmitted, has the
range fb,l,Zu.”(Q-l)], and Q is the number of frequencies
available in the frequency hopping system. The vector 1 is a
unit vector, consisting of L 1's, where L is the number of time
slots in a block. Finally, a, is an address vector generated by:
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2y = (bp,byC,brC2, .+ bpck~1) (6-16)

where by, which is uniquely assigned to a particular user, is an
element of the Galois Field of order Q, GF(Q). [For a review of
Galois Fields, see Einarsson(198¢), or Lin and Costello(1983).]
It is necessary that C be a primitive element of GF(Q). The
algebraic operations in Equation 6-16 are modulo-Q. The maximum
number of codewords is Q, and the maximum value of L is Q-1. It
is shown in the paper that the codewords generated by the above
equation can have no more than one element in common. As with
the prime number codewords, there are no common elements for a
given user's codewords. Unlike prime number codes, however, the
Einarsson codes have some codeword pairs from different users
that have no common elements. To illustrate the use of the above
generator, we repeat Example 1 from Einarsson, and expand on it,
showing it's relation to the composition decoding algorithm.

Example 6-1. Let Q=7, L=4, and C=3

Applying Equation 6-16, the address for the user assigned b, = 2
is, for example:

5; = (2,2x3,2x32,2x33)
= (2,6,18,54)
= (2,6,4,5)

where the last line is the result of taking the previous line
modulo-7. The codeword indexed by xp = 4 is, for example:

Ym

(2,6,4,5) + (4,4,4,4)

(6,10,8,9)

(6,3,1,2)

We can generate a maximum of Q=7 addresses. Each address can be
applied to any of 7 repetition codewords. In this way we can
create a codebook of the form of those in Section 6.1. For this
example the codebook takes the form shown in Table 6-5.

We consider this example now for the case where the number of

users may vary from 2 to 7. Let us start with 2 users. Recall
that no pair of codewords can have more than one element in
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common. Hence it must be true that any codeword for a given
user, except that which has been transmitted, must have at least
three elements which are not found in the composite. Hence the
composition decoding algorithm or the address decoding algorithm

Message User § User 1 User 2 User 3 User 4 User 5 User 6

%] 0039 1326 2645 3264 4513 5132 6451
1 1111 2430 3856 4305 5624 6243 9562
2 2222 3541 4169 5416 6035 @354 1603
3 3333 4652 5201 6520 9146 1465 2014
4 4444 5063 6312 0631 1250 2506 3125
5 5555 6194 9423 1042 2361 3610 4236
6 6666 9215 1534 2153 3492 4321 5340
Table 6-5. Example Codebook for an Einarsson Code
can successfully eliminate such an improper codeword. (See the

proof of Theorm 6-1 above for more detail on this reasoning.)
Likewise, if three or four users are active, there will still be
at least two or one elements, respectively, which are not in the
composite, and hence decoding is still error free. But, if five
users are active, it is possible that they will contain a set of
elements which is identical to that of some improper codeword.
If this happens, the improper codeword cannot be removed by the
composition decoding algorithm, and the address decoding algo-
rithm will yield a second full row, producing a word error.

The error described above is not correctable if either of the
algorithms must work with data from only one user,. I1f, however,
the signals from the others users are available, the error can
probably be corrected. To see how this is done, let us return to
the example above. We assume that all users are active, and that
they have chosen the signal set:

;I': = (214lgl6110312)

Using the codebook in Table 6-5 we obtain the composite signal
shown in Figure 6-3.
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Figure 6-3. Composite Signal Example for Einarsson Code
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If we now apply the decoding algorithm to this composite, we find
that only one signal remains in each column except for User 3 for
whom two signals are found, (1042), and (2153). If the
probability of word error is low, it is very unlikely that both
of these signals have been masked by the interference. It is
much more likely that just the improper codeword was masked. The
error correction algorithm which follows depends on this

condition. If both of the words are masked, the error cannot be
corrected.

The error correction concept is simple. The improper codeword is
that whose elements are all found in the composite formed by the
other codewords. This is why it was not removed. A quick check
shows that the elements of (1@42) are all found in the other
codewords, including the other candidate in Column 3, but exclud-
ing (1042) of course. Hence (1042) was masked. This is not
true of (2153), and hence (2153) is the correct codeword. It is
very important to note that this variation in the algorithm,
which is probably capable of correcting detected errors, requires
knowledge or at least an estimate of the other signals which
caused the interference. If this knowledge is available, it is
also possible to alter the address decoding algorithm so that it
can probably detect errors. We shall discuss this shortly.

Einarsson obtained a bound for the error probability for the
above code.

P, < (Q-1)(M=1)(M-2)...(M-L)/Qb (6-17)

where M is the number of active users.

Note that this probability is @ for any number of users up to L,
as we argued above that it must be. That is, Einarsson codes are
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interference-free for M < L. For M>L the error probability
becomes non-zero and increases as the additional users provide an
increasing amount of interference. Finally, the presence of Q
and L in the denominator suggests that we can trade error proba-

bility against spectrum space. We shall see more about this in
Section 7.

Einarsson also compared the deterministic code described above
with a code in which the addresses are chosen randomly. The

deterministic code exhibited slightly better performance than the
random code.

It was observed above that the basic address decoding algorithm
can detect but not correct errors. Timor(l981) suggested an
augmented algorithm which makes use of the signals sent by other
users to determine (probably) which of two or more signals indi-
cated for a single user is correct. The augmented algorithm
accomplishes essentially the same task as the variation in the
composition decoding algorithm discussed earlier. Timor reported
an improvement in the spectral efficiency of about 50 to 68% with
the modified algorithm.

Subsequently, Timor(1982) proposed a further extension of the
coding scheme in which more than one tone can be transmitted at
the same time by a given user. This gives flexibility to the
system designer since the time slot length can be increased. It

also permits a small increase in the number of users for a given
error probability.

Finally, Yue(1983) has written a review of proposals for the
application of frequency hopping spread spectrum to mobile radio,
covering much of the same ground as this section.
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7. RANDOM CODES

An approach to the problem of the relatively poor efficiency of
codes which are guaranteed to be interference-free is to relax
the requirement that the code be interference-free. One way to
do this is to generate random codes in which there is occasional-
ly some interference, resulting in errors which we must either
accept or correct. In this section we consider this problem for
random address codes and random codeword codes.

7.1 Random Addresses

Random codes can be generated in a number of ways. One way is to
maintain the signaling scheme introduced in Figure 3-1, and
select address frequencies to be transmitted during each time
slot randomly. This approach can be called “"random address
coding". It has been used in the analysis of a number of systems
studied in the literature. [See, for example, Viterbi(1978),

Goodman, Henry and Prabhu(1980), Haskell(1981), and Einarsson
{(129842).]

We consider a system which has k active users each of whom has m
messages which are coded using m frequency values and r time
slots. From Section 6-1 the j h message of the nth user can be
expressed as the vector sum:

€jn = €58 * Sgn (7-1)
where, as before, the message is the r-term vector:

cyg = [3.3,0..030, j=01,2,...,m (7-2)

But now the address vector is:

——

cgn = [al,az,...,ai,...,ar] (7-3)

where the a; are obtained randomly, taking, with equal probabil-
ity, any value from & to m.

As we saw in Section 6 an error is made in address decoding if in

addition to the desired full row corresponding to the message,
one or more other full rows are found. We begin by considering
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the probability that a specific one of the m-1 non-message rows
is filled by the interfering signals.

P, = [1-(1-1/m)*~13F (7-4)

The logic of this equation is simple. The term (1-1/m) is the
probability that a given potential interferer does not radiate
into a specific time slot in the row of interest. Then the term
(1-1/m)¥=1 s tnhe probability that none of the k-1 potential
interferers radiates into this frequency slot. One minus this
term is the probability that at least one does radiate that
frequency. This difference raised to the rt power 1is the
probability that all r time slots in the row of interest are
radiated by at least one user.

In any column of m messages, an error occurs if one or more of
the m-1 words other than the correct word are indicated by the
address decoding algorithm. 1If P, is small, the probability that
at least one of the words is in error is approximately m-1 times
P,. And in fact this is an upper (union) bound on the error
probability. Hence we can write the error probability bound as:

Po< (m-1)P, (7-5)

If we assume that there is not more than one error, we can reduce

Pe to:

P, < (m-1)pPy/2 (7-6)

by using a coin flip to choose between the two candidate words.

This result was originally obtained by Viterbi(1978), and was
later studied in the literature cited above.

7.2 Random Codewords

In this section we consider a second appoach to random coding in
which we generate each codeword randomly instead of the ad-
dresses. This is done by making a random binary decision as to
whether to put a mark in each of the n=mxr elements in the
signaling matrix. Hence, in any one time slot we may end up with
anywhere from @ to m frequency marks.

For convenience, let us think of taking the mxr signal elements

and stringing them out in a row instead of writing them in matrix
form. Then a random codebook has the form shown in Table 7-1.
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xxxll.x xxx..lx ® ® & ¢ 0 0 0 0 0 0 ¢ 0 xxx...x

XXX..oX XXX.. X cetreesseeas XXX..oX
w
messages
xxxl..x xxxl.'lx ® & & & & & & 8 0 0 o0 xxxl.lx
n elements
Table 7-1. Random Codebook
Each customer is given a column of w message codewords. Each

codeword, represented by xxx...Xx, has n elements, each of which
is randomly set to be a mark with probability p and a space with
probability l-p. Thus xxx...Xx is a random binary sequence. It
is can be seen to be equivalent to a frequency hop signal matrix
if the first r binary values in the codeword make up the bottom
row in the matrix (Figure 3-1), the next r values make up the
second row, and so on. The actual number of elements per code-
word is clearly random, and is in fact Bernoulli.

The composition decoding algorithm will be able to remove any
improper codeword if it has one element which does not belong to
the received composite. This is true whether the codebook is
expressed in the form of binary codewords of length n=mxr, or in
the equivalent m-ary codewords of length r. The probability
that a particular codeword can be removed by the algorithm is the
probability that the codeword has at least one element which does
not belong to a composite created by some k users. For a code-
word which has u elements, this is:

P(elu) = [1 - (1-p)K]¥ | (7-7)

where p is the probability that any given element in the n-bit
codeword is made a mark by the random number generator. The

unconditional word error probability is found by averaging over
all of u.

Py= »  Plelu)p(u) (7-8)

(VY

where, once again, u is Bernoulli, with average value np.
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It is interesting to consider the effect on the codebook as a
whole of a codeword which happens to have a greater than average
value of u. When such a word is an improper codeword, it is more
likely that it will be removed as desired than will a codeworad
with an average number of marks. But when such a codeword is
sent by its user, it causes more interference to other users than
average codewords, increasing the probability that some other
improper codewords will not be deleted by the algorithm. When u
is less than np, the opposite effect occurs.

The above situation raises the question of strategies open to the
codebook designer. One possibility would be to go through the
random codewords which have been generated in search of those
with large u, and give these to high priority users.

If all users have the same priority, two strategies are possible.
First, we could go through the codewords which have been gene-
rated, and distribute small and large as evenly as possible among
the users. Second, we could simply discard all codewords for
which u does not egqual np. (The latter approach has the attrac-
tive feature that it simplifies the mathematics greatly since it
reduces the summation of Equation 7-8 to the simple one term form
of Equation 7-7). If we use this second strategy in designing
the codebook, we end up with a word error probability of:

P, = [1 - (1-p)KIPP (7-9)

We shall further alter the random codebook by arranging to assign
codewords to a given user such that all their elements are
different. Then the proper codeword of the user whose improper

codeword we wish to delete cannot interfere, and the error
probability becomes:

P, = [1 - (1-p)k-170P (7-19)

If we have k users, each of which is given m messages, and we use
n=mxr one-bit elements to.signal, the spectral efficiency of the
system as a whole is:

b = (klog,m)/n (7-11)

Hence, the system efficiency goes up as k goes up, but from
Equation 7-9 the word error probability also goes up. We know
from theory [see, for example, Healy(1982)] that in the limit as
n becomes unbounded, the channel capacity of the OR channel is a
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maximum when the probability that any particular element in the

composite is a mark is 50%. If there are k users, this probabil-
ity is:

1 - (1-p)k = 1/2 (7-12)

Taking the natural logarithm of both sides, we have:

kln(l-p) = -1n2 (7-14)
If p<<l, 1ln{(l-p) = -p
kp = 1n2 = @.693 (7-14)

This observation is also made by Viterbi(1978).

We next obtain a bound on the probability that one or more errors

are made in a given users column. This is the same as the form
of Equation 7-6.

Pe' 2 (m-1)P, (7-15)

Let us compare Equations 7-4 and 7-19. If we wish the number of
filled elements to be the same in random address coding and in
random codeword coding, we set p= 1/m, and then np = n/m = r.
Hence the two probabilities are the same. We have gained nothing
by going to random codewords. At first this seems counterintui-
tive, since there are far more patterns which can be generated
for sending messages using random codewords than with address
codewords. However, when the codewords are combined to form a
composite, the probability of any particular composite tends to
1/2" in either case. The effect of using only one frequency per
time slot is erased as we add signals to form composites.

The above result is important since it says that address codes,
which are relatively simple to decode, are as good as purely
random codeword codes.

7.3 Error Probability Bounds

Since we have established that random address codes and random
codewords codes have identical performance for large k, we can
use either one to study error bounds. We shall work with
Equation 7~6. Using Equations 7-4, 7-11, and 7-14, we obtain:
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P _<_ (2bn/k - l)[l - (l_l/m)k-ljn(ln2)/k

e (7-16)

If k and n=mxr are large, and we assume that Equation 7-12
applies, implying optimal filling of the signal matrix, we have:

p, < 2bn/k[1/2]n(1n2)/X (7-17)

= 2(n/x)(b - 1n2) (7-18)

The exponent is negative as long as the efficiency b is less than
1n2 or #.693. This is not surprising since Cohen, Heller, and

Viterbi(1971) established that 1n2 is the capacity of the OR
channel.

Equation 7-18 shows that the error probability goes to zero as n

goes to infinity so long as the channel spectrum efficiency is
less than the channel capacity.

It is important to keep in mind Equation 7-11 which determines m
for a given set of b, k and n. Solving for m we have:

m = 2bn/k (7-19)

Thus for a given efficiency b and block length n, the probability
of error given by Equation 7-18 goes down as the number of users
goes down, but the number of messages per user goes up. This
increases the complexity of the decoding process, and can be a
limiting factor in some situations. To quantize these effects,

in Table 7-2 we give P, and m as a function of k for a given b
and n.

x Pe m

100 2.50x1g~1 32

89 1.77x18"1 76

60 -9,909x1g~2 322

50 6.25x10"2 1024

40 3.12x1972 5793

25 3.91x10™3 1.95x10%
20 9.77x18~4 3.35x1@/
10 9.50x108~7 1.12x1913
5 9.10x10-13 1.27x1039

n= 1,000 b= 8.50

Table 7.2 Relation of Error Probability to Number of Messages
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We might hope to keep m down to a reasonable number by
manipulating n and k. But in fact, for a fixed efficiency, this
is not possible. This can be seen by using Equation 7-19 to
eliminate n and kX from Equation 7-18. Solving for m, we have:

m = p_b/(b-1n2) (7-20)

There is clearly a trade-off between m and Pg,. In the next
chapter we shall see that this translates into a trade-off be-

tween error correction within a single frame and error correction
over a number of frames.
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8. WORD ERROR CORRECTION

We have seen throughout this study that it is possible in many
situations for the algorithms described here to make errors in
their estimates of the words or messages sent by the various
users. We have discussed some ways to correct these errors. The
purpose of this section is to consider in more depth the problem
of reducing the word error rate through coding, either within the
basic signaling frame or over a number of frames. We begin by
reviewing the causes of error, and then turn to some ways of
reducing the effects of errors.

8.1 Causes of Word Errors

Errors in the decoding of words can be due to any of the fol-
lowing.

Interference from other users
Random noise
Fading

Jamming

If the codebook is interference-free, in the sense of Section 3,
it is not possible for interference alone to cause errors using
either of the algorithms discussed here. 1If, however, the code-
book is not interference-free, either algorithm can yield an
error in decoding a desired user's signal if the other users
happen to send a set of signals which masks one of the improper
codewords in the column. This is true whether the code is deter-
ministic as in the case of Einarsson codes, or whether the codes
are random.

The second source of error is random noise which can change a
mark to a space, called a deletion, or a space to a mark, called
an insertion.

Errors can also result if the signal fades selectively over the
frequency bandwidth of the system. Then certain of the elements
in the signaling matrix may be lost, causing deletions.

A fourth source of error is intentional interference or jamming.
This problem is not considered specifically in this paper.
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8.2 Forms of Word Errors

There are three basic forms of word error. These are listed in
Table 8-1, along with their possible causes, and an indication of
whether they can be detected by the algorithms discussed here.

Error Form Cause , Error Detection
word Addition Interference Yes
or Noise
Word Subtraction Noise Yes
word Addition Interference No
and Subtraction and Noise

Table 8.1 Forms of Word Errors

Word addition means that one or more improper codewords, as well
as the proper codeword, are indicated by the algorithm. This can
result from interference if the other users mask one of the
improper codewords, or from noise if insertions occur. Clearly
the error is detected by the algorithms since more than one
message is indicated.

Word subtraction means that the proper codeword does not appear
in the list, and no improper codeword is indicated either. 1In-
terference cannot cause this phenomenon, since a deletion alone
produces this situation. Since the receiver sees no signal, an

error is detected, if of course it knows that the user is trans-
mitting.

Word addition and subtraction means that the proper codeword is
deleted, which must be due to noise, and exactly one codeword is
added in the same column, which can be due to noise or to inter-
ference. This error is not detected since the receiver thinks
that the single indicated codeword is correct.
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8.3 Overview of Error Correction Coding

So far in this paper we have considered only single frames of
data, transmitted using the signaling matrix shown in Figure 3-1,
once every T seconds. It is possible to accomplish word error
correction either by coding within such frames, as we have al-
ready seen, or by coding over a number of frames. We shall refer
to the former as "internal coding"”, and the latter as "external
coding”. It is also possible to combine these effects. Further-
more, it is possible to transmit more than one frame at a time,
and code over these. Figure B8-1 suggests a number of frames
which can be transmitted simultaneously, and these sets transmit-
ted sequentially. Coding can be over any combinations of these.

Figure 8.1 Parallel and Sequential Signaling Frames

We begin with a brief review of internal coding, which we have

discussed previously, and then turn to a number of approaches to
external coding.

In the development which follows we are going to assume that no
more than two errors occur in a given time frame. If the
probability of masking, Py, is low, higher-order errors have
little effect on the final error probabilities. The assumption

greatly simplifies the analysis without significantly affecting
the accuracy.
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8.4 Internal Coding

An example of internal coding designed to combat the effects of
noise is the use of good composition codes, along with the
variation of the composition decoding algorithm introduced in
Section 5. Here, a knowledge of the interfering signals and soft
decision decoding are used to determine which signal bit or bits
were probably in error.

A second example is the use of random codes, which cause errors
due to random interference, along with the variation in the
composition decoding algorithm introduced in Section 6.5. Impro—-
per codewords are removed from word addition errors by identi-
fying which of the candidate words has elements all of which
belong to the composite of the other proper codewords. This
requires knowledge of all of the codewords of the other users.
The composite itself cannot be used since it includes the proper
codeword which of course masks itself. An alternate algorithm
for removing these codewords was proposed by Timor (1981). The
latter requires knowledge of the addresses of the other users,
which is analogous to knowledge of the other users' proper code-
words.

We saw in Section 7.1 that the probability that any one codeword
is masked is:

Py = [1-(1-1/m)K-13T (8-1)

Likewise, a bound on the probability of word error due to masking
is:

Pe = (m-1)[1-(1-1/m)k-1]T (8-2)

Next we consider the probability that a word error is present
after use of internal coding, as described in Section 6.5. Such
a word error persists, if a word error occurred in the first
place, with probability P,, and if the proper codeword is masked.
The latter occurs with probability P, since the proper codeword
has the same statistical properties as any other codeword. Hence
the bound on the probability that the error persists after decod-
ing assuming that no more than two errors can occur, is:

(m=1)[1-(1-1/m)k-132r (8-3)
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8.5 Parity Coding

In this section we consider a very simple parity code scheme
which is effective against word addition errors due to
interference, and word addition and subtraction errors due to

noise. We consider a sequence of codewords transmitted by a
single user. The probability of error in each of these codewords
is called P,, as in Section 7. We wish to reduce this to a

smaller value P, through parity coding.

p
The parity code generator in the transmitter examines f consecu-
tive m-ary codewords, and adds them modulo-m. It then transmits
this sum as its f+1 message. If no word errors have been
detected in the f messages, the receiver ignores the f+1 message,
and declares that the indicated messages are correct. If there
is no noise in the system, this declaration must be correct since
interference can only cause word addition errors. If there is
noise in the system, and if the parity is correct, it is
virtual 1y certain that the declaration is correct since an error
could then occur only if two addition/subtraction errors had
occurred which added to the same sum as the proper codewords.
This would be extremely unlikely. The probability of this set of
occurrences is extremely small.

If one word error occurs, and there is no noise present, the
parity coding necessarily corrects the error by choosing the
codeword which correctly satisfies parity. This fails only if
the parity is also in error.

If two word errors appear, the receiver corrects the errors with
the parity word unless the two improper codewords have the same
sum, modulo-m, as the proper codewords. The probability of this
is 1/m. When this situation occurs, the receiver is unable to
identify the correct pair, although it is able to reduce the un-
certainty to a pairwise uncertainty.

Once again, the parity is taken over f words. If g is the number

of words which are in error, the probability of error after
decoding is:

P(elg) = (g-1)/m (8-4)
The probability of g errors is Bernoulli.

P(g) = £l P.9(1-p,) -9 (8-5)
gl(f-g)!
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Hence the unconditional error probability is:

Pep = E g-1 £l p.9(1-p,) -9 (8-6)
°P g~ & gnEg! € €

To reduce Pg, it is desirable to keep f as low as possible.
However, the“coding has the effect of reducing the spectral

efficiency by the factor f/(f+1), which suggests that we keep f
as large as possible.

As an example, we have evaluated Equation 8-~3 for the case where
Pe is @.1, and f varies from 2 to 6. 1In the second column Pg is
shown as a general function of m The third column is for the
special case where m is 32. The fourth column gives the factor
by which the spectral efficiency is reduced.

£ Pep Pep (m=32) be
2 2.910/m 2.0003 0.67
3 g.930/m 3.0010 .75
4 @.856/m 2.0017 2.80
5 3.090/m 0.0028 2.83
6 @.135/m 0.0042 g.86

Table 8-2. Error Probability After Detection (pP.,= 9.10)

Thus, for example, for f equal to 5, the error probability is
reduced by a factor of approximatedly 1/m, or ©.028 for m equal
to 32, at a cost of reducing the spectral efficiency by a factor
of 0.83.

Returning now to the general expression for the error
probability, we note that if Pg<<l, we can write:

Pep = £(£-1)P¢2/2m (8-4)

Using Equation 8-2 we obtain:
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Pep = £(£-1)(m-1)2[1-(1-1/m)k"1]2*F (8-5)
2m
= f(§-1)(m-1)[1-(1-1/m)k-1]2r (8-6)

Note that the error probability using parity coding is
approximately [£f(£f-1)]/2 times that using internal coding.

8.6 Combining Parity Coding and Internal Coding

It is possible to combine internal coding and parity coding. The
sources of error are different. Internal coding errors for some
particul ar user arise from the set of signals chosen by the other
users. Parity coding errors are a result of the particular set
of £ codewords chosen by the user of interest. If both coding
techniques are used, parity coding is only used to correct errors

if internal coding fails. Hence, if we are to have an error
persist after combining the two, it is necessary that we have two
persisting internal errors in f frames. This probability is

given by Equation 8-4 where P_ is given by P 1 in Egquation 8-3.
Hence, the word error probability for the comBination of the two
techniques is:

Pec = £(£-1)P 72/2m (8-7)
= £(£-1)(m-1)2[1-(1-1/m)k=1]4r (8-8)
2m
= f(£-1)(m-1)[1-(1-1/m)k-1]4r (8-9)
£(f-1)

In summary, the results given in Equations 8-1 through 8-9 are
next simplified, and presented in a compact form, and the
relevant terms are redefined.

P, - probability that any given codeword is masked
due to interference from other users

P, - probability of a word error due to masking of
one of the k-1 improper codewords in a user's
column

P,; - probability that a word error persists after
internal decoding
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Pep - probability that a word error persists after
parity decoding

P.c - probability that a word error persists after
a combination of internal decoding and parity

decoding
Py = [1-(1-1/m)Kk-1]T (6-18)
Po = (1-m)P; (6-11)
Per= (m-1)P;2 (6-12)
Pop= £(£-1)(m-1)P;? (6-13)
2
Poc= £(£-1)(m-1)p;* (6-14)

8.7 Error Avoidance Techniques

One of the possible applications of the coding described in this
paper is to systems which act in the broadcast mode, in which a
single transmitter sends a number of messages to different users.
There is still in this case the possibility of interference in
the form of the composite masking one or more improper codewords.
However, in this case the transmitter has knowledge of and
control over the composite signal. It can refuse to send
composites in which it knows that one or more signals are masked.
This can be done in at least three ways.

First, the transmitter could simply delete interfering or inter-
ference signals from the composite, perhaps those intended for a
signal with a low priority. The cost here is a decrease in the
data rate for the low priority user.

Second, the transmitter might be free to choose from more than
one codeword to send a given message word, choosing those
combinations which do not lead to interference. The cost here is
a larger codebook at the transmitter and the receiver, increasing
coding and decoding implementation costs.

46



Finally, the broadcaster could send an extra interference-resol v-
ing signal to all users. For example, this might take the form
of a parity signal as was discussed earlier.

8.8 Error Correction with ADDER Channels

In the case of the ADDER channel it is possible to use a
variation of the basic composition decoding algorithm which
yields a lower error probability than can be obtained with the OR
channel. Assume that the receiver knows all of the user signals
or proper codewords. If the receiver detects a word error, it
goes back to the decoded messages and removes all of the known
codewords from the received composite by reducing the count for
each signal element by one for each element of a known codeword.
When it has completed this, the only remaining codeword is the
desired proper codeword. Hence, this algorithm can always remove
a single error whereas the algorithm for the OR channel could
probably remove it. If more than one error is detected, the
procedure is to remove as many codewords as are known, and to
attempt to correct the errors on the basis of the signal elements
remaining in the reduced composite.

If the user does not know the messages of the other users, it can
still reduce the probability by eliminating that codeword which
has the lower element count in the signal matrix. It 1is more
likely that such a word is the improper codeword than that it is
proper.
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9. SYSTEM CONFIGURATIONS AND APPLICATIONS

In Section 3 we sketched briefly some general ways in which
multiple user systems can be configured. 1In this section we
address this question in much more detail for the particular
types of coding of interest in this paper. The versatility of
the approach suggests a wide variety of applications. We begin
with a discussion of the transmitter modulation options which are
available. We then consider the various forms of multiple user
communication, particularly with respect to the types of
codebooks required for different configurations. Also discussed
in this section are techniques for prioritizing signals, and
prospects for message security or secrecy. We conclude with a
few examples of specific applications which serve to demonstrate
the versatility of the approach.

9.1 Signal Modulation Forms

Much of the discussion in this paper has been in terms of an m-

ary signal which hops from one frequency to another over r time
slots. While this provides a convenient basis for discussing the
coding and decoding, it is not at all necessary that the signals
actually radiated by a transmitter be m-ary. Many alternative
modulation forms will provide the same information. For example,
we could send signals with m-ary amplitudes instead. of
frequencies, or we could send narrow pulses in any of m sub time
slots within each of the r time slots.

We do not even have to use m-ary signaling. The information in
the signaling scheme shown in Figure 3-1 could be represented in
binary form, for example, by sending each row one bit at a time,
perhaps by binary phase shift keying. Or we might send two bits

at a time using guadrature phase shift keying. The possibilities
are almost limitless.

9.2 Basic System Configurations

Section 3 introduced the basic types of multiple user system con-
figurations. 1In this section we review these and discuss the
codebook needs in each case.

Broadcast

In the broadcast mode a single transmitter wishes to send
messages to a number of users or sets of users. The transmitter
decides which receivers are to obtain which messages by selecting
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an address Oor a codeword column which corresponds to the desired
receivers. This is analogous to putting an address on a message,
indicating to whom it is to be delivered. The receiver must of
course have the appropriate address or codeword column, which it
applies in the decoding algorithm to the received composite.

The receiver may or may not have information about the addresses
or codewords of other users. If it does, it can use this to

decrease the error probability, though this will require a more
costly implementation than simple decoding.

In the broadcast mode it is possible to consider some form of
interference avoidance, as discussed in Section 8.6. Since the
transmitter knows the composite to be sent, it knows which of its

signals are masked. It may be able to avoid sending a masked
signal by choosing between alternative signals with the same
meaning. In this way error correction (avoidance) takes place at

the transmitter.

Multiple Access

In the multiple access mode more than one user sends messages to
a single receiver. Each user is given a unique address or
codeword column. The receiver knows who is sending what by
reason of this addressing, either explicit or implicit. If the
receiver needs to detect a large number of signals at once, it
may be more effective to implement the composition decoding
algorithm than a large set of address decoding algorithms. If
the receiver uses a complete codebook, this could be a fixed
codebook with a column or address for every potential user, or it
might be a dynamic codebook with a column or address called up
from memory when a customer becomes an active user. Depending on
which algorithm is most efficient in a given application, the
receiver might work directly with a set of addresses to implement
address decoding, or it might use the addresses to create columns

of codewords which could be used with the composition decoding
algorithm.

Two-User

In this mode one user wishes to communicate with one other over a
channel which is also in use by others. This could be thought of
as a degenerate case of the broadcast mode for the case where
there is only one receiver. Again, as before, the receiver may
have only his own address or column available, or he may have a
full codebook set available to help decrease the word error
probability.
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9.3 Prioritization

There are a number of ways of providing priorities using the
approaches discussed here. One of these was described in Section
8-6, for braodcast channels. 1If the transmitter sees that a low
priority signal will be masked, or will mask some other signal,
it does not transmit that signal.

In the case of random codeword codes, one user with a high
priority is given codewords which have more marks than those of
low priority users. Such words are less likely to be masked than
those with fewer elements, and hence the probability of error is
lower for these higher probability users.

A way to give a user with a high priority a greater data rate is
to give the user the right to send more than one codeword, using
different addresses or columns.

Still another approach to prioritization in the multiple access
configuration is a protocol which might be called "traffic sense
multiple access" (TSMA). 1In this mode each potential transmitter
is reguired to observe the amount of traffic on the channel, and
transmit only if it is below a level authorized by the user's
priority. A convenient measure of the level of traffic is the
percentage of marks in the composite signal.

9.4 Privacy and Secrecy

In multiple user communication systems, privacy is often re-
guired, such as in telephone and telegraph systems. In other
cases, such as in bank transactions and business negotiations,
secrecy is necessary.

The system described here has good inherent security characteris-
tics. As long as a particular user is not given the codebook
column or address of other users, it should not be able to deter-
mine the message sent to or by those users. This logic breaks
down if there is only one or very few active users. If a single
user were active, an eavesdropper could look at the messages
sent, and either construct a codebook or deduce an address vec-
tor. These could then be used later when more users came on
line. One way to avoid this would be for a system manager to
transmit random elements to confuse the eavesdropper.

It might be thought that an eavesdropper, knowing that a particu-
lar form of address was in use, could go through all possible
addresses, exhaustively, in search of the one that yielded a full
row. And in fact this would be a problem if the codebook was
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good. But, if random coding were used, this strategy should not
be effective in any fairly well loaded system since we would
expect that filled rows due to interference would be rather
common. An eavesdropper should not be able to determine whether

an error due to interference had occurred, or whether the correct
address had been discovered.

9.5 Examples of Specific Applications

The coding scheme described in this paper, using either the
composition decoding algorithm or the address decoding algorithm,
can be used in a very wide variety of applications. In this
section we list a few typical applications, intending not to
exhaust the possibilities, but rather to illustrate the versatil-
ity of the system.

Local Area Network

A local area network is set up to serve 58 nodes. The network
can operate in any of three modes: multiple access, broadcast, or
point to point. When a user wishes to access the system in the
multiple access mode, it uses an address which identifies itself
to the interested receiver. 1In the broadcast mode, it uses an
address which is monitored by all receivers. In addition it also
monitors his own unique address, and is capable of monitoring
other addresses which are established dynamically for particular
system configurations.

Telephone Switching

A telephone system is set up which provides an alternate to the
conventional telephone system approaches of time, space and fre-
quency division multiplexing. Each set in the system is given a
unique address, called it's "telephone number". When a telephone
is picked up, it automatically sends its address to its local
office which is thereby notified that a call is to be placed.
The local office sends back a dial tone. The sender then dials
the address of the set which it wishes to call, possibly with
additional long distance numerals attached. The local office
loads both of the addresses into its dynamic codebook, and also
establishes a link between them. It then selects a trunk, de-
pending on the called address, and transmits calling information
which eventually reaches the called set. If someone answers the
phone, a connection is set up to the callee's local office, and
the connection is complete. The switching is essentially accom-
plished through the process of setting up temporary address pairs

in the transmitter/receiver nodes through which the telephone
call is routed.
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Satellite Relay

A satellite operates with a single channel over which CDMA
signals are transmitted. Ground stations transmit at will. The
satellite receiver acts in a multiple access mode. The satellite
determines to whom the message is to be sent, and sets up either
a point to point connection or a conference call as required. For
security reasons the senders are not given the addresses of the
stations called. This is determined by the satellite after the
sender has identified the station to be called.

Internal Computer Communications

A computer is designed with single wires or leads instead of
buses for internal communication. When one part of the unit,
such as a central processing unit for example, needs to send a
signal to another unit, such as a memory for example, it uses the

address of the unit, and transmits its signal over the common
signal 1lead.
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19. A PRACTICAL SYSTEM APPLICATION

The purpose of this section is to study a specific system which
might use the CDMA approaches described in this paper. The
system chosen for study is a computer communications network to
operate in a future space vehicle. A typical example would be
the Space Station now under consideration for the late 1988's.
The application is one which will require multiple user
communications, and which has sufficient breadth to illustrate a
number of the features of CDMA. We begin with a description of
the system, and then turn to its analysis.

18.1 System Description

A block diagram of the system showing the basic set of users to
be served is given in Figure 10-1. The system serves 50 nodes
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Figure 10-1. System Block Diagram

which can provide for human interface, or for interface with
other information sources or sinks within the spacecraft. There
are also two gateways which provide for radio wave communications
with systems outside the spacecraft. The system also has an
automatic system manager, which has a number of roles described
below, and a file server which acts as a library of information
or programs useful to the space station.
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The 50 nodes represent the 50 potential users of the system.
Different users are assumed to have different duty cycles, and
are given different priorities, depending on the importance of
their activity in the spacecraft. Related to a user's priority is
it's traffic sense multiple access (TSMA) measure. This is the
percent of the total number of elements in the signal matrix
which are filled (marks). Users continually monitor the signal
matrix. If the TSMA measure exceeds their threshold, they are

not allowed to transmit. Node characteristics are summarized in
Table 106-1.

Node TSMA
Numbers Duty Cycle Priority Threshold
1-3 100% 1 100%
4~5 5 1 100%
6~-15 5 2 50%
16~50 1 3 30%

Table 10-1. User Node Prioritization

Nodes 1-3 operate constantly (duty cycle = 100%). They carry
vital information about the system status and safety. They are
given the highest priority, and there is no TSMA threshold above
which they are denied access. Nodes 4-5 operate intermittently,
but they are assigned to key control personnel who also have the
highest priority. They are used about 5% of the time. The next
ten nodes rate a lower priority. They cannot access the system
if more than 50% of the signal elements were marks during the
previous signal time frame. Nodes 16 to 58 use the system when-
ever less than 30% of the signal elements are marks.

A typical node block diagram is shown in Figure 10-2. The
source message can originate from one of three types of periphe-
ral devices: teletype terminal, physical sensor, or data storage
device. The block named "source" includes whatever signal pro-
cessing may be necessary to present the signal to the coding unit
in digital form. For example, in the case of the sensor this
means analog to digital conversion.

The coding unit takes the digital signal from the source and
forms an m-ary codeword consisting of r elements. In this
particular case m is 16 and r is 5. The number of codewords
reguired to represent the output from the source depends on the
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Figure 10-2. Block Diagram of Typical Node

type of peripheral device in use. For example, the sampled and
quantized output of the sensors is an eight bit signal, regquiring
two codewords. The coding unit creates the coded signal by add-
ing, modulo-17, a five-element address to one of the following
message signals determined by the source.

N =
[ ]
[ SR
N~
[ SR ]

16 16 16 16 16

The first sixteen codewords are used to transmit four bits of
data. The last codeword is used for control purposes only, as
explained in more detail below.
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Each of the 57 units in the system is assigned a unique address.
For example, the address for Terminal#37 is:

11 4 913 2

In addition there is a "broadcast" address which is:

15 512 2 11

There are also a number of other addresses which can be assigned
dynamically, as we shall see later.

The purpose of the m-ary to binary unit is to translate the 17-
ary 5-element codeword into a 85 (5x17) bit binary codeword
suitable for transmission on a fiber optic transmission line.
The cable driver has two functions. It counts the number of
marks in the 85 bit binary codeword. If the percentage exceeds
the prioritized TSMA threshold, the cable driver inhibits trans-
mission. If the count is less than the threshold, the cable
driver transmits a signal into the cable during each of the
appropriate 85 time slots during each frame.

The line receiver detects the composite signal consisting of all
of the signals sent by the active users, including the signal
which has just been put there by the line driver. The binary to
m-ary unit converts the 85 bit binary signal back into a l17-ary
5-element signal which goes to the decoder.

The decoder depends on the user. For example, Terminal#37 reads
only those signals directed to it, and therefore it uses a simple
address decoder. However, the system manager keeps track of all
messages on the line. It must be able to decode signals from all
57 devices, plus some additional dynamic sub-networks which can
be set up. For this reason it uses a composition decoding
algorithm, which is found to be simpler to implement than a large
set of address decoders, as well as having better error
correction capacities.

10.2 System Protocols

This section describes the handshaking procedure the system uses
to set up communication channels, and how the system operates
after channels are established.
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To begin a communication to one or more of the other users, a
user activates a message initiation signal. For example, in the
case of the teletype terminal this is done by depressing a spe-
cial key called "initiate". The user then chooses one of three
transmission modes: broadcast, single receiver, or conference by
pressing b, s, or ¢, respectively. If the user presses b, a
message is sent to the source to send the message (16 16 16 16
16), which is the control message, and a message is sent to the
encoder to use the broadcast address (15 5 12 2 11). The encoder
adds the control message to the broadcast address, and sends it
to the transmission line. The user then sends two consecutive
four-bit message words which identify himself as the originator
of the message. These are also sent with the broadcast address.
All of the 54 users monitor the broadcast channel by continually
applying an address decoder to the composite signal. When they
observe the control message in the broadcast channel, they know
that some user is broadcasting a message, and the user's identity
is given by the following two message words. With this
established, the user now proceeds to send the intended message
to all of the other users. At the end of the message, a sign-off
message notifies the receivers of the end of the transmission.

If the sender wishes to transmit to only one of the other users,
he uses the address which is unique to the intended recipient of

the message. And of course all terminals continuously monitor
their own address.

As a third alternative the user may request a conference call
involving any desired subset of users. This is accomplished by
sending the control word addressed to the system manager, who
then makes any necessary arrandgements for the call, including the
determination of priorities, checking to see if the other users

are free, and assigning a temporary address to be used during the
call.

19.3 Error Correction

The system has available four levels of error control which can
be called up according to the interests of the users and the
nature of the message. These are:

No Error Control

In this case no error control techniques are used. The decoder
detects errors but cannot correct them. The system is designed
to have a word error probability, without correction, of 1973,
This is considered to be adequate for voice transmission and for
some text transmission. Twenty of the units have no error
control.
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Internal Decoding Error Correction

This form of error correction is an extension of the composition
decoding algorithm. It can only be used by units which decode
all of the messages in the composite. 1In this system, this
includes the system manager, and the Space Station Chief Offi-
cer's terminal, which is Terminal#4. This reduces the error
probability from the uncoded 1873 to

Parity Error Correction

In this case, when a user is sending a message, every tenth word
is the modulo-16 sum of the previous nine words. Terminals use
this parity check to correct exactly one word error, with
certainty. This level of control is employed by all of the units
except the 20 which do not use error control. It is used by the
system manager and Terminal#4 as back-up. This reduces the error
probability to

Internal Coding Plus Parity Coding

If the internal decoding fails to correct the word error, parity
coding is used to attempt to resolve the persisting error. This
combination coding is used only by the system manager. However,
other units may interrogate the system manager in an attempt to
correct an error which they have not resolved.

Echo Error Correction

When a given terminal sends a message word, it simultaneously
learns what interference was generated by other users by
monitoring the composite signal through its receiver branch. If
it sees that both its proper message and one of its improper
codewords have been masked by the interference, then it knows
that the composition decoding algorithm will not be able to
resolve the error. So it retransmits the message codeword. This
has the effect of reducing the error probability to 18-°%.

10.4 Error Probability Calculations

The probability that an error is made due to interference depends
on the number of users, which is a random variable. The use
statistics for the various users isgiven in Table 10-1. We
assume that the users act independently, and that the probability
that they will use any particular time frame is equal to their
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duty cycle. From Table 10-1, we have three users who use a given
time frame with probability 100%, twelve with probability 5%, and

35 with probability 1%. The total number of users during any
time frame is:

K =3+ Kk + ky (16-1)

where k; and k; are Bernoulli, with distributions b(k;: 12, ©.85)
and b(k2: 35, 8.91), respectively. These distributions, p(k),
along with the corresponding cumulative distribution functions,
P(k), are given in Table 10-2.

= p(k;) P(ky) p(ks) P(k5)
7] 2.7834 2.7034 2.5403 0.5493
1 g.2487 2.9521 g.3413 g.8816
2 2.80427 2.9948 @.0988 g.9804
3 g.0047 0.9996 0.0173 0.9978
4 2.00037 @.99997 0.002¢ 2.9998
5 2.00802 @.99999 g.99a817 @.99999

Table 10-2. Active User Probability Distributions

The distribution for k in Equation 18-1 is found by convolving

the distributions of 3, k;, and kp+ The resulting distribution
is given in Table 10-3.

x p(k) P(x
3 ?.3800 2.3800
4 9.3478 0.7548
5 8.1775 2.9323
6 9.0539 0.9862
7 8.9117 2.9979
8 9.0019 0.9998

Table 10-3. Distributions of Total Active Users
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The average number of users is:

E(k)

E(3) + E(X)) + E(k,) (18-2)
3.95

Next we turn to a calculation of the word error probability. We
use Equation 7-5 here, rather than Equation 7-6, since we are
using error correcting techniques, rather than a coin flip, to
resolve detected errors. Hence, the bound on the error is:

g
]

e = (m-1)[1-(1-1/m)k-13% (18-3)

16T1-(16/17)k-176 (18-4)

This error probability bound is given in Table 18-4 for the
significant values of k, given in Table 10-3. We also give in
Table 10-4 the function P(k), which is the probability that the
word error probability is equal to or less than the given Pg:

k Pe B(x)
3 ?.00600472 2.3800
4 0.000446 0.7538
5 2.90208 0.9323
© Q2.0066 2.9862
7 0.0164 2.9979
8 0.0346 9.9998

Table 10-5. Uncorrected Word Error Probabilities

The average value of P, for this example is 1.15x10~3.
So far we have only considered the word error probalility without

error correction. With correction techniques applied, the error

probabilities are given by Equations 8-10 through 8-14, which for
this example have the form:

p, = [1-(16/17)k-13°
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P = 16P)
= 2

P.1= 16P;
2

Pep= 720P)

Poc= 720P;4

Numerical values are given in Table 10-6.

k Py Pe Per Pep Pec

3 2.21E-6 3.54E-5 7.86E-11 3.54E~9 1.74E-20
4 2.11E-5 3.38E-4 7.15E-9 3.22E-7 1.44E-16
5 9.97E-5 1.59E-3 l1.59E-7 7.16E-6 7.11E-14
6 3.20E-4 5.10E-3 1.64E-6 7.40E-5 7.52E-12
7 8.94E-4 1.29E-2 l1.00E-5 4.65E-4 3.01E-10
8 1.70E-3 2.74E=-2 4.79E-5 2.11E-3 6.16E-9

Table 18-6. Word Error Probabilities with Correction

186.5 System Manager

The system manager is a hardware unit which has a series of
tasks. In general it monitors operation of the system, and
reports any major problems or defects to the chief officer of the
Space Station. It also assigns any temporary address vectors
which may be needed to set up ad-hoc combinations of users for
conference calls, or for other reasons.

The system manager has the most powerful error correction
technigues in the system. If a unit is unable to correct an
essential codeword which is in error, it can interrogate the
system manager. Hence, this becomes still another form of error
correction available to all users.

61



19.6 External Communications

Any user can set up a radio communications with nodes external to
the Space Station by requesting a special address for that
purpose, as well as access to a gateway. The address and signal
forms are exactly the same as for internal communications. It is

only necessary to apply signals to the relevant external radio
modulators.
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11. CONCLUSION

This paper has reported on three major results of a study of
multiple user communication systems. These results are:

1. A new algorithm has been introduced which separates

user signals in a multiple user environment charac-
terized by mutual interference.

2. Multiple user systems have been reviewed and devel-
oped in general, and in particular it has been shown
how the new algorithm relates to previous work in
this field.

3. It has been shown how the approach presented here

could be used to accomplish multiple user communica-
tion in Space Station.

Many gquestions have yet to be answered in each of these areas.
Some of the most important issues which should be addressed follow.

Search for additional interference-free codes which may be
more efficient than prime number codes.

Establish a stronger mathematical basis for the coding, the \
decoding algorithms, and the proofs of theorems. |

Determine whether noise and interference are best dealt with
by the same or different algorithms.

Determine the securityand secrecypotential forthese com=-
position codes.

Identify additional applications of composition codes.

Study a number of external codes, and try to identify the
best choice.

Study the implementation of the basic decoding algorithm
and its extensions, and compare the complexity and cost
with that of other approaches.

Compare the local area netword protocals described here i
with other protocols.

Obtain more data on the anticipated communications needs

of Space Station, and improve the proposed multiple user
system accordingly.
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